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1. [lesu rocyrapcTBeHHOI UTOTOBOM aTTeCTANNH
['ocynapcTBeHHass WUTOroBasi aTTECTalUsl OCYIIECTBISETCA C IENbI0 YCTaHOBJICHUS
YPOBHSI  MOATOTOBJICHHOCTH BBIMYCKHUKA BBICHIETO Y4YeOHOro 3aBeleHUs K
BBITIOTHEHUIO MPO(ECCHOHANBHBIX 3a/lad U COOTBETCTBUS €ro  MOJATOTOBKHU
TpeboBanusM craHgaptoB BO P® u ocHOBHOII 00pa3oBaTenbHON MpOrpamMMsbl IO
HaIPaBJICHUIO MOATOTOBKH (CIEIUATBFHOCTH) BBICIIIETO 00pa30BaHUA.

2. 3aga4u rocy1apcTBeHHON UTOTr0BOI aTTeCTaAllMU
K 3amauaM rocy1apcTBeHHO UTOTOBOM aTTECTAIIMM OTHOCUTCS OLIEHKA CIIOCOOHOCTHU U
YMEHUS BBIITYCKHUKOB:
CaMOCTOSTENIbHO peliaTh Ha COBPEMEHHOM YPOBHE 3aJ]a4 CBOEH MpoQecCHOHATbHON
NESTEIbHOCTH, OMHUPAsICh HA IMOJy4YEHHBbIE 3HAHUS, YMEHHS U C(HOpMUPOBaHHbBIC
HaBBIKU;
npodeccruoHanbHO U3J1araTh CIEUaIbHY 0 HHPOPMAIIHIO;
HAy4HO apTyMEHTHPOBATH U 3aIMIIaTh CBOKO TOUKY 3PEHMUSL.

3. ®opma nposenenusi [ MA
['ocynapcTBeHHass UTOroBasi aTTecTalusi B CTPYKType oOpa3oBaTeNIbHOM Mporpammbl
OTHOCHUTCSA K OJIOKY 3 1 ee 00beM COCTaBIsAET 6 3aUETHBIX €IMHULL, U3 HUX: BBITIOJHEHUE
Y 3aILMTa BBITYCKHOM KBaNM(DUKAMOHHOU padboThl — 6 3.€.
BrinyckHast kBanu(uKalMoHHasi padoTa JEMOHCTPUPYET YPOBEHBb MOJATOTOBIEHHOCTH
BBIITYCKHUKA K CAMOCTOSATEIbHON NMpOo(hecCHOHATBHOM AeSITeNIbHOCTU. BHT BBITYCKHOM
KBaJIM(PUKALIMOHHOMN pabOThI: BBITyCKHAsA KBaIU(UKAILIMOHHAs padoTa OakanaBpa.

4. IlepeyeHb KOMIIETEHIMI, KOTOPHIMHM J0JIKEH OBJAJeTh 00y4alolMiicsi B

pe3yJbTaTe 0CBOeHHMs 00pa30BaTeJbHOM IPOrPaMMbI

B cooTBeTcTBUM ¢ TpeOOBAHUAMHU CTaHJIAPTOB IOCYAaPCTBEHHAS] UTOIOBAs aTTECTAUs
oOecrieunBaeT  KOHTPOJb  MOJHOTHI  (POPMHUPOBAHUS  BCEX  YHUBEPCAJIBHBIX,
o0uIenpopecCUOHANbHBIX U MPOPECCUOHANBHBIX KOMIETEHIMH, KOTOPBIMU JOJIKEH
o0janaTh BBIIYCKHUK IO Mporpamme OakajiaBpuaTa M BHAOM  (BUAAMH)
npodeccruoHanbHOM ASSITENBHOCTH, Ha KOTOPBIN (KOTOPHIE) OpUEHTUPOBAHA ITPOrpaMMa
OakayiaBpuara.

5. O0mme TpeOGOBaHMA K TMNPOBEIEHUI0 TOCYAAPCTBEHHOH HMTOrOBOM
aTrecTalnu

5.1 TpeGoBanus K BBINIYCKHOM KBAJIM(pUKALIMOHHOM  palore,
NMOPHAAKY €€ BHINOJHEHHUS U 3alUThI

[lepeyeHr TeM BBIMYCKHBIX KBaJIU(UKAIIMOHHBIX pPa0OT JIODKEH COOTBETCTBOBATH
OCHOBHOMY (OCHOBHBIM) BHUAY (BHAaM) mMpodheCCUOHATBHOM JAESITEIBHOCTH -
AHAINTUYECKUN, HAyYHO-UCCIIENOBATEIbCKAM, U OJHOMY HMJIM HECKOJIBKUM 3aJadyam
MpoQeCCUOHATIEHOMN ACSITETLHOCTH.
YTBepKICHHE TEM BBIMYCKHBIX KBATU(UKAIMOHHBIX PA0OT, HAa3HAYCHHE HAyYHBIX
PYKOBOIWTENEH W3 YWcia paOOTHUKOB YHUBEPCUTETA WM TIPH HEOOXOAUMOCTH
KOHCYJIbTaHTa (KOHCYJIbTAHTOB) OCYIIECTBIISICTCSl pacriopsiAuTebHbIM akToM [II'TY.
3aaHue 1O BBIMOJHEHUIO BBIMYCKHOM KBAIM(UKAIMOHHON pabOTHI COCTaBISETCS
PYKOBOAMTENIEM M CTYJIEHTOM M YTBEPKIACTCS PYKOBOJUTEIEM CTPYKTYPHOIO
noapasaeneHuda. Kontpoib 3a xomom  BbeinojgHeHuss BKP  ocymectBisercs
PYKOBOAUTEIIEM.



BKP nomxHa conepkath cieayromue pa3eibl, TpeOOBaHUS K COJEPKAHUIO0 KOTOPBIX
OTMpeENseTCs] PYKOBOJUTEIEM COBMECTHO CO CTY/IEHTOM:

- TurynbHbIl MCT 3a1aHUE

- Pedepar

- Copepxanue

- DBgenenue

- OCHOBHas 4acTh

- 3akIo4yeHue

- CHHUCOK MCTIOJIb30BAHHBIX HCTOYHUKOB

- Ilpunoxenus
BrinyckHas kBanu@ukalroHHas padboTa IpOX0oIUT MPOBEPKY HA 00HEM 3aMMCTBOBAHUS
(OpUTrHHAJIBHOCTB TEKCTA HE NoJKHA OBITh MeHee 60 %). Tekct BKP, 3a uckimtouenuem
TekcToB BKP cozepkammx CBEOEHUsS COCTaBISIONIMX TOCYJApCTBEHHYIO TaliHY,
pa3MeIarTCs B JJIEKTPOHHO-OUOIMOTEUHON CUCTEME YHUBEPCUTETA.

6. YueOHO-MeTOAMYECKOe  oDecneyeHHe  TrocyaapcTBEHHOI UTOr0BOM
aTrecTalnu

6.1 JIutepatypa

OcHoBHasi 1uTEpaTypa

Ne | ABTOp, HA3BaHMe, MECTO U3AAHUS, U31ATEJbCTBO, I'0 TI'on.
p, ) A » M31L » ol A HcTouHnk

n/n (roapl) U3AaHUS u3a.
JlonosHUTEILHAS JIMTEPATYypPa
Ne |ABTOP, Ha3BaHHeE, MECTO u3nanua,l'on. McTrouHuk
n/n M31aTeJibCTBO, o (ToAbl) M3IAHUSA 31,
6.2 UnuTepHer-pecypcbl
1.Tpe6oBanusi k BKP:

7. MaTepuajibHO-TeXHUYECKOe olecrneueHue rocy1apCcTBEHHON HTOT0BOI

arreCcramumu

JIisi mpoBeneHUsI 3alUThl BBIMYCKHBIX KBATU(DUKAITMOHHBIX PaOO0T HCHOIB3YyeTCs
ayJIUTOPHSI, OCHAIIIEHHAS MYJIbTUMETUHHBIM 000PYI0BaHUEM JIJIS TTOKa3a MPEe3eHTaIUH.



8. OneHoYHble KpHUTEPUM JJsi TPOBEJEeHHS] TOCYAAPCTBEHHOH WTOrOBOM
aTrecTaluu

8.1 OueHoYHbIe KPUTEPHH BHINIYCKHON KBAJIN(PUKAIHOHHON padoThI
Onenka pe3yJspTaTa 3alIUThl BRITYCKHON KBaTU(UKAIMOHHONW PabOThI MIPOU3BOIUTCS
IO CJIETYIOUIUM KPUTEPHSIM:
- aKTYaJIbHOCTb TEMbI BBIITYCKHOM pa0OThI;
- Hay4Has HOBM3HA U MPAKTUYECKAsl 3HAYUMOCTb;
- CaMOCTOSITEIbHOCTh, TBOPUYECKHI XapaKkTep U3yUYECHHUs TEMBI;
- 000CHOBAHHOCTb CJIEJTAHHBIX aBTOPOM BBIBOJIOB U IPEUIOKEHUI;
- COOTBETCTBUE  COJEpKaHUs  pabOTBl  TeMe, LeIsIM M 3aj7adam,
c(OpMyJIMPOBAHHBIM aBTOPOM;
- INIyOMHA PACKPBITHSI TEMBL;
- TPaMOTHBIN CTWJIb U3JIOKECHHUS;
- TMPaBWIBHOCT, OQOpPMJICHUS M TMOJHOTa Oubimorpaduu ©  HAy4dHO-
CIIPAaBOYHOI'0 MaTepHaa;
- HCIMOJb30BAHHE JIUTEPATYPbl HA HHOCTPAHHBIX S3bIKAX;
- YMEHHE OpPUEHTHUPOBATHCS B IPOOIIEMaX UCCIENYEMOMN TEMBI;
- OTBETHI BBIITYCKHUKA Ha MIOCTABJICHHBIE €EMY BOITPOCHI.

O06001IEHHAs OLIEHKA 3aIUThI BHITYCKHON KBaIU(UKAIIMOHHON pabOThI ONpenensercs
C YU€TOM OT3bIBa PyKOBOAMTEIS U OLIEHKU PELIEH3eHTa (IIPH HATMYUH).

Pesyibrarsl 3a1UThI BBIITYCKHOW KBaJM(PUKAOHHON paboOTBl  OLIEHUBAIOTCS
I10 CUCTEME:

- OIICHKa «OTJIMYHO» BBICTABIIAETCS 3a ITyOOKOE paCKpPBITUE TEMbI, KAUECTBEHHOE
odopmiieHne paboThl, COAEPKATETLHOCTD JOKIIAAa U MPE3EHTAIHH;

- OILICHKAa «XOpPOILIO» BBICTABIIACTCSA IIPU COOTBETCTBUM BBILICIIEPEYUCIEHHBIM
KpUTEpUSIM, HO TpPU HAJIMYUKU B COJAEPKAHUM PabOThl U €€ opopMIICHUU
HEOOJIBIIMX HEIOYETOB WM HEJOCTATKOB B MPEICTABICHUU PE3YyJbTAaTOB K
3aIlUTE;

- OLICHKa «YyIOBJETBOPUTEIBHO» BBICTABIISETCSA 3a HEMOJHOE PACKPBITHE TEMBI,
BBIBOJIOB U NPEAJIOKEHHUM, HOCSIIMX OOLIUI XapakTep, OTCYTCTBHE HAIJISIIHOTO
MpPEACTABICHUS padOThI U 3aTPYIHEHUA [IPU OTBETaX HA BOIIPOCHI;

- OLEHKAa «HEYAOBIIETBOPUTEIBHO» BBICTABISIETCS 3a cJa0oe M HEMOJHOE
PACKpBITHE TEMBbI, HECAMOCTOSITEIBHOCTh M3JI0OKEHUS MaTepuasna, BbIBOABI U
NpeJIoKEHUs,, HocAlue OoOUMil  XapakTep, OTCYTCTBHE  HArJIsiHOTO
npecTaBiIeHNs paboThl U OTBETOB Ha BOIIPOCHI.

8.2. OueHo4HbIE CPEACTBA rOCYAAPCTBEHHOH UTOTOBOH ATTECTAIIUN

[TokazaTenu JAOCTHXKEHUS  pPE3yJIbTaTOB OOyYEeHHMs TMpPU  MPOXOKIECHUU
rocyJapCTBEHHOM  WTOTOBOM  arTecTanuu,  OOECHeuMBaIOUIME  OIpe/elieHue
COOTBETCTBUS (MJIM HECOOTBETCTBUS ) UHMBUIyAIbHBIX PE3YIbTATOB rOCYAapCTBEHHOM
UTOTOBOM aTTeCTallud CTYJEHTA TMOCTABJICHHBIM LEIsIM M 3ajadyaM (OCHOBHBIM
MOKa3aTesiM OLEHKH Pe3yJIbTaTOB UTOMOBOM aTTECTAllUK) U BCEM KOMIIETEHIIMSIM.



8.2.1. IIpumepHasi TeMATHKA BLINTYCKHBIX KBAJIM(PUKAIMOHHBIX pa0doT

1. OGecnieyenne 0€30MACHOCTH BEO-TIPUIIOKEHUM W 3allUTa OT TUIMYHBIX aTak
(SQL-unbekmum, XSS, CSRF).

2. Obecnieuenne KOH(QUACHIMATLHOCTA U IEIOCTHOCTH JAHHBIX Ha MOOWJIHHOM
YCTPOMCTBE.

3. Pa3zpaboTka u BHeOpEHHE METOIOB 3aIUThl MOOWJIBHBIX MECCEHHKEPOB OT
nepexBaTa COOOIIECHUH.

4. OOGpaboTKa 1 aHAJIU3 JAHHBIX TP AAANTUBHOM MOHUTOPUHTE HHPOPMAITMOHHOMN
0€30MacHOCTH B KOPIIOPATUBHOM CETH.

5. Opranuzanusi 3aUIuThl JTAaHHBIX B CHCTEMax YIpaBieHUsi 0azaMH JIaHHBIX
(CYBL).

6. [IpuMeHeHHe METOJIOB MAIIMHHOTO OOYYEHHS JJIsl BBIABJICHHS] aBTOMATUYECKU
YIPABJISIEMBIX YUETHBIX 3amuceil (00OTOB) B COIMATIBHBIX CETSX.

7. Pa3paboTka cpeacTB 3allUThl CUCTEM MAIIMHHOTO OOY4Y€HHUsT OT arak ¢
o/1/IeNIbHBIMM TaHHBIMU (adversarial attacks).

8. Opranmzammsi ~ Oe3omacHOM  OOpaOOTKM  TEPCOHANBHBIX  JAHHBIX B
pacrpenenéHHbIX cCUCTeMax Ha 0a3e TEXHOJIOTUU OJIOKYECHH.

9. IlpoexkTupoBaHME CHCTEM TMOJACPKKHA NPUHATHS PEIICHUN U1 HACTPONKU
napameTpoB HHPOPMALMOHHOUN 0€30MaCHOCTH.

10.Ananu3 ys3BUMOCTEH M OIIEHKa PHUCKOB O€30MAaCHOCTH B MPOMBIIIJICHHON
cucreme SCADA.

11.Pa3paboTka ¥ TECTUPOBAHHE CHCTEMbl MHOTO(DAKTOPHON ayTeHTHU(PHUKAIMHU C
UCIIOJIb30BAaHUEM OMOMETPUYECKUX JaHHBIX.

12.WccnenoBanrie METO0B KpUINITOTpadUuecKon 3aluThl JaHHBIX MPU TIEpe1aye 1mo
OCCITPOBOJIHBIM CETSIM.

13.IlpumeHenre TEXHOJOTUI MU(POBAHUS JJIA 3aIMUTHI AJIEKTPOHHOW MOYTHI U
KOPIHOPATUBHBIX KOMMYHHKAITUH.

14.Opraau3anys KOMIUTACHC-KOHTPOJISI © MOHUTOPHHTA COOTIOICHUS HOPMATHBHBIX
TpebOoBaHMil O 6€30MaCHOCTH UH(POPMALIUH.

15.UccnenoBanne u MojenupoBaHue artak Tuna DDoS u  Meroasl ux
MIPEIOTBPAICHUS B KOPIIOPATUBHON CETH.

16.Pa3paboTka crieHapueB pearupoBaHUsS Ha WHIUACHTH WHOOPMAIMOHHON
0€30MMacCHOCTH Y TUTAHOB BOCCTAHOBJICHUS PaOOTHI.

17.BHenpenue CHCTEM KOHTpPOJS JOCTylla W YIpaBJeHUE MPUBUICTHIMU
nojib3oBateneil B kopnopatusuoi NC.

18. Ananm3 1 pa3paboTKa MOJIUTHKH 0€30IIaCHOCTH JJI 00JIaYHBIX BEIYUCTUTEIBHBIX
CEpPBHCOB.

19.0nenka >(PEeKTUBHOCTU CPEJCTB AHTUBHUPYCHOW 3alllUTHI U OOHAPYKCHUS
BpesoHocHoro [10 Ha mpuMepe KOHKPETHBIX HHCTPYMEHTOB.

20.UccnenoBanne W NPUMEHEHHE TEXHOJIOTWM BBISBJICHUS W TPEIOTBPAICHUS
yTedek naHHbix (Data Loss Prevention, DLP) B kopniopatuBHoOii cpene.

21.PazpaboTka u BHeApeHHe cucteM oOHapyxeHus BropkeHuir (IDS/IPS) c
UCTIOJb30BAaHUEM METOJIOB aHall3a CETEeBOro Tpaduka U TOBEACHUS
II0JIb30BAaTEIIEH.

22.Ananu3 6e3onacHocTH U ysa3BuMocTed B loT-ycTpoiicTBax M ceTdx, METOIbI
3aIATHI U 00ECTIEYeHHS Ha/IeKHOCTH. 6



23.IlpumeHneHne TEXHOJOTUM OJIOKUYEHH 1Jis1 ayTeHTU(UKAIMU W yIpaBJIeHUS
1M (PpOBBIMHU UACHTU(DUKAIIASIMHU.

24 UccnenoBanue MeETONOB oOecrieyeHus 0e30MacHOCTH M NPUBATHOCTH TPHU
HCIIOJIb30BAaHUU TEXHOJOIMH OOJAYHOTO XpaHEHUs M 00padOTKM OOIbIIMX
nanubix (Big Data).

9. Metoauyeckue peKOMEHIAUMH I TMOATOTOBKH K TOCYAapCTBEHHOM
UTOTOBOH aTTeCTALMHA

[Iporpamma roCyAapCTBEHHOW WTOTOBOM AaTTECTAl[M¥, BKJIOYas I[POTrPaMMBbI
rOCy/JapCTBEHHBIX SK3aMEHOB U (MJIM) TPEOOBaHUS K BBIITYCKHBIM KBaJIU(PUKALMOHHBIM
paboTaM U TOPAAKY MX BBIIOJHEHUS, KPUTEPUM OLEHKU PE3yJIbTaTOB ClayM
roCy/IapCTBEHHBIX IK3aMEHOB U (WJIM) 3aILUTHI BBITYCKHBIX KBAIM(UKALMOHHBIX Pa0oT,
YTBEPKJICHHBIE YHUBEPCUTETOM, a TAKXKE MOPSIIOK ITOIAYN U PACCMOTPEHUS alleJUILAN
JOBOJATCS IO CBEJCHMS CTYIEHTOB HE II03/IHEE, YEM 3a IIECTh MECALEB JI0 Hadajaa
roCy/IapCTBEHHOM WTOTOBOM aTrTecTalud B COOTBETCTBUU C TIpaUKOM Y4EOHOIO
nporecca.

YHUBEpCUTET yTBEPKIAET MEPEUYCHb TEM BBITYCKHBIX KBAIU(PUKAIUOHHBIX PadoT,
MpeAJlaraéMbIX CTyJEHTaM (Jajnee — NEepedyeHb TE€M), U JOBOAUT €ro J0 CBEICHUS
CTYJECHTOB HE MO3JHEE, YeM 3a 6 MecsueB A0 aarbl Hadyama ['MMA B COOTBETCTBUHU C
rpagukoM yueOHOro mporecca.

[lo mrucbMEHHOMY 3aSBJICHUIO CTYJEHTa (HECKOJBKHX CTYJIEHTOB, BBIMOJHSIOIINUX
BBIITYCKHYIO  KBJIM(PHUKAUIMOHHYIO pabdOTy COBMECTHO) YHHUBEPCUTET MOMKET
IPEJOCTaBUTh CTYACHTY (CTYJEHTaM) BO3MOKHOCTb IOJrOTOBKH U 3aIIUThI BBITYCKHOMN
KBaJIM(UKALIMOHHONW pabOThl MO TeME, MPEIJIOKEHHOW CTYJIEHTOM (CTyAE€HTaMu), B
ciiydae OOOCHOBAHHOCTH LI€JIECOOOPA3HOCTH €€ pPa3padOTKH sl MPaKTUYECKOTO
NPUMEHEHHUSI B COOTBETCTBYIOIIEH 00J1aCTH PO(EeCCUOHATIBHON 1eATEIbHOCTH WM Ha
KOHKPETHOM O00BEKTE MPOPECCUOHATBHON JESTEIILHOCTH.

O6mme TpeboBanust Kk cCTpykrype u odopmienutro BKP ompenenenst B
nonoxennn «IIOJIOXKEHHME» o nopsake mpoBeneHus rocyJapCTBEHHOM HTOTOBOM
aTTeCTallMu 10 00pa30BaTEbHBIM [TPOrpaMMaM BBICHIET0 00pa30BaHUs — IporpaMMaM
OakanaBpuaTa, mporpaMMam CIEeHHAIMTETa U IPOrpaMMaM MarucTpaTypb».

10.0Ocob6ennocTn OpraHu3auMu roCyJapCTBEHHOM UTOTOBOM ATTECTALMHU
HHBAJIU/I0B U JIML C OTPAHMYEHHBIMHU BO3MOKHOCTAMM 310POBbSA

Peanuzyemass OOIl mpemxycMaTtpuBaeT BO3MOKHOCTh OOYYEHHS WHBAIUIOB W JIUII C
OTPAHUYEHHBIMHU BO3MOXXHOCTSIMHU 3J0POBBS.
[IporpamMma rocyaapCTBEHHOW WTOrOBOM AaTTECTAlMU JJIi WHBAJIUIOB W JIMI C
OTPaHUYCHHBIMU BO3MOXKHOCTSIMHU 3I0POBBsi pa3padateiBaeTcsi pykoBoauternem OOIT
VHIUBUYAJIbHO, COTJIACOBBIBAETCA CO CTYAEHTOM, HPEACTABUTEIIEM BO3MOXHOIO
pabotonarenst skcrepra. IIpu BeiOOpe Tembl BKP yuuThiBaroTcs pexomeHmanuu
MEIMKO-COUAIIBHON SKCIIEPTU3bl OTHOCUTEIIBHO BO3MOKHBIX YCJIIOBUW U BUIIOB TPY/A.
[Ipu npoBeneHMH TOCYJApCTBEHHON MTOTOBOM  aTTecTalu  oOecreynuBaeTcs
coOJI0ICHUE CAEAYIONUX 00X TPeOOBaHUM:
- IlpoBenenne rocymapCTBEHHOM  WTOTOBOM  aTTECTAllMM  JJd  JIALl C
OTPAHUYEHHBIMU BO3MOKHOCTSIMH 370POBbS B OJHOM ayJIMTOPUM COBMECTHO C
00yYarouMMucs, He UMEIOIUMH OIPAaHUYEHHBIX BO3MOKHOCTEHN 3/I0POBbSI, €CIIH



ATO HE CO3JaeT TPYAHOCTEH g OOydHaroluxcsi TMpU MPOXOXKJIECHUU
rocyJapCTBEHHOW UTOTOBOM aTTECTAIUU;

- Tlonp3oBaHne HEOOXOIUMBIMU OOYYAIOIIMMCA TEXHUUYECKUMH CPEICTBAMH MPU
MPOXOXKJICHUH TOCYJApCTBEHHOM WTOTOBOM aTTECTAllMd C Y4YE€TOM HX
WHIVUBUTy ATBHBIX OCOOCHHOCTEH;

- Ilo mnucekMeHHOMYy  3asBIICHHIO  OOYYalOMmErocss C  OTPaHUYCHHBIMH
BO3MOKHOCTSIMU 3JIOPOBbS MPOJOKUTEILHOCTh 3amuThl BKP Moxer ObITh
yBEIUYCHA 110 OTHOIIEHHUIO K YCTAaHOBJICHHOW MPOTOKUTEIILHOCTH.

[IpoOKATETFHOCTS ~ BBICTYIICHUSI OOyYaromerocs TMpH  3alluTe BBITYCKHOU
KBaTM(UKAIIMOHHON paboTHI - HE OoJiee ueM Ha 15 MUHYT.

11.I1lepeyeHnb yueOHOM JUTEPATYPHI U METOAUYECKIUX MATEPHUAJIOB, B TOM YHCJIE
pecypcoB cetn «HTEepHET), HEOOXOAUMBIX /JIsl POBEIEHUSI MPAKTUKHU

1. B.JI. Manunos, E.B. JlaBpoBa [IpaBuna ohopmiaeHus BbITyCKHON KBaTU()UKAIIMOHHON
paboThl 6akanaBpckoro ypoBHs Bcex Hampasienuit YHUUT: meroguveckue yka3aHus 1o
o(OopMIIEHUIO BBIMYCKHBIX KBaIU(DUKAIIMOHHBIX PAaOOT BBHIMTYCKHUKOB 0AKalaBPCKOTO YPOBHS
YHUUT Bcex Hampasnenuii u popm obyuenus / ®I'bOY BO «llpuasockuii
rOCYAapCTBEHHBIH TeXHUYeCKuil yHuBepcuteT». —Mapuynons: U3zn-so III'TY, 2024. —26 c.



[Ipunoxenue 1 x paboueit mporpamme

HDOFD&MM& I‘OCV,ZI&DCTBCHHOI\/'I HUTOTOBOM ATTCCTAIINA
(Ha3BaHME TUCIUILIAHBI)

110 HAIIpaBJICHUIO ITOAT'OTOBKHU

10.03.01 «MadopmarmmonHas 0€30MacHOCTEY
(YK%BIBaeTCSI KO U HAUMCHOBAHUEC HaHpaBHeHI/IH HOI[FOTOBKI/I)

Hanpasnennocts (mpodusin)
“Uudopmarmonnas 6€30MaCHOCTbY
(Yka3pIBaeTCs HAUMEHOBAHHUE HAIIPABJIEHHOCTH)

KBanudukaryst BEITYCKHUKA (CTETICHD)
OakaszaBp
(yka3biBaeTcsl OakanaBp/MarucTp/CrenuanmcT)

dopma 00ydeHus
OYHast/0YHO-3209HAS
(Yka3pIBaeTCs OUHAs/320YHAS/OYHO — 3a04HAs)

@OH/1 OLIECHOYHBIX CPEJCTB

1. Onucanue noka3sareJieil 1 KpuTepreB OLCHUBAHNS KOMIIETEHIUI, ONIUCAHHUE
HIKAJ OeHUBAHUS

[Tpu npoBeeHNH MPOMEKYTOUHOM aTTecTaly B (hopMe SK3aMEHa/3allUThl KypCOBBIX padoT
(mpoekToB)/ MudGepeHIIMPOBAHHOTO 3a4eTa UCIIONIb3yeTCs IIKalla OLEHUBAHUA:

«2» (HEYIOBIETBOPUTEINHHO), «3»(yAOBIETBOPUTEIBHO), «4» (XOPOIIO), «5» (OTJIIMYHO).

[Ipu npoBeneHnn NpOMEXKyTOUHOM aTTecTaliu B (popme 3auéra UCIONb3yeTcs HIKaia

OLICHUBAHMA: «He 3a4TCHO», «3aureHoy.
ITokazarensamu OLCHUBAHUA ABJIAIOTCSA 3HAHUA 1 HABBIKH 06yqa}01uer0cs[, ITOJIYUCHHBIC

IIpH U3YYCHUHN JUCHUITIINHBI.
KpI/ITepI/IHMI/I OICHUBAHUA JOCTHIXCHUA MoKa3aTeliel SBISIOTCS *:

ITokazarens Ny
Kpurepuii onieHnBanus
OLIEHUBAHUS
3HaHUEe TEPMUHOB U ONPEAEICHUN, HOHITHH
3HaHUEe OCHOBHBIX 3aKOHOMEPHOCTEN U COOTHOIIIEHUN, IPUHIIUIIOB
SHAHIS O0BEM OCBOEHHOIO MaTEPHAIa, YCBOSHHE BCEX TUIAKTUUECKHMX €TUHMUI]
IlonHOTa OTBETOB Ha ONPOBEPOUHBIE BOOPOCHI
IIpaBUIBHOCTE OTBETOB HA BOIIPOCHI
YETKOCTD U3JI0KEHUSI M MHTEPIPETAlui 3HAHUN
HaBbIku BEIOOpPAa METONUK BBINOJHEHUS 3aJaHUI
Hagpiku HaBbIky BEINOJHEHUS 3aJaHUH PAa3IMYHON CI0KHOCTHU
Ha4aJILHOT'O Haswiku camonpoBepku. KauectBo chopMHUPOBAHHBIX HABBIKOB
YPOBHSA Hasriku aHanu3a pe3yasTaTOB BLINOJHECHUS 3aJaHUM, pelIeHH 3a1a4
HaBpIkH nIpeicTaBlIeHUs PE3yJIbTaTOB PEIICHUS 33124




Ilokazarens .
Kputepuii onieHnBanus
OLICHUBAHHS
Y [TosHOTa OTBETOB HAa MPOBEPOYHBIE BOMPOCHI
[1paBUIABHOCTb OTBETOB HA BONPOCHI
Hassbiku HaBbiky BbIOOpa METOJIMK BBIITOJIHEHUS 3aJaHUH
HayaJlbHOIO HaBbIky BBINOJIHEHUS 3a/JaHUH PA3IMYHOMN CI0KHOCTH
YpoBHS HaBpiky aHa/IM3a PE3yIbTAaTOB BINOJIHEHUS 3a/laHUH
Hasbiku HaBbiky IpeICTaBaCHNS PE3YAbTATOB BBIIOIHEHUS 3a/1aHUI
OCHOBHOTI'O CaMoCTOATENbHOCTD B BBINOJHEHUH 3aJaHUN
YpoBHs Pe3ynbTaTUBHOCTH (Ka4€CTBO) BBIIOJHEHUS 3aJaHUN

2. TunoBbie KOHTPOJIbHbIE 32IaHUS /IJIsl OLIEHUBAHUA (POPMUPOBAHUS KOMIIETEHIU
2.1 Ilpomesicymounas ammecmayus

2.1.1 Ilpomescymounas ammecmayus 6 popme 3K3amena, OudpepenyuposanrHoco 3avema
(3auema c oyeHko), 3auema

@DopMbI TPOMEKYTOUHOM aTTeCTaINH:

[IpomexxyTouHas arrectaiusi IpoBOIUTCS B (popme 3auéTta C OLIEHKON MPOBOAUTCS B 8
cemecTpe.

[Tepeuens Tem BKP:

1. OGecnieyenne 0€30MACHOCTH BEO-TIPUIIOKEHUM W 3allUTa OT TUIHMYHBIX aTak
(SQL-unbekiuu, XSS, CSRF).

2. OGecrieueHne KOH(PUACHIIMAIBPHOCTA M IIEJIOCTHOCTH JIAaHHBIX Ha MOOMIHHOM
YCTPOMCTBE.

3. Pa3zpaboTka W BHeOpEHHE METOIOB 3aIUThl MOOWIBHBIX MECCEHHKEPOB OT
repexBara CoOOIICHUH.

4. OOpaboTka 1 aHAJIU3 JAHHBIX MPU AANTUBHOM MOHUTOPUHIE HHPOPMALIUOHHOM
0€30MacHOCTH B KOPIIOPATUBHOM CETH.

5. Opranuzanusi 3allUThl JaHHBIX B CHUCTEMax YIpaBJICHUS 0azaMu JaHHBIX
(CYBL).

6. [IpuMeHeHHe METOJIOB MAIIMHHOTO OOYYEHHS JJISl BBIABJICHHS] aBTOMATHYECKU
YIPABJISIEMBIX YUETHBIX 3amuceil (00TOB) B COIMATIBHBIX CETSIX.

7. Pa3paboTka cpeacTB 3alIUThl CUCTEM MAIIMHHOTO OOY4YeHHUs OT arak ¢
noJi/IeIbHBIMY TaHHBIMU (adversarial attacks).

8. Opranumzanmst  Oe3omacHoW  OoOpabOTKM  MEpPCOHANBHBIX  JIAaHHBIX B
pacrpee€HHbIX CUCTeMax Ha 0a3e TEeXHOJIOTHUU OJIOKYEHH.

9. IlpoexkTupoBaHME CHCTEM TOJACPKKUA TNPUHATHS PEIICHUN [JIs1 HACTPONKU
napameTpoB HH(DOPMAITMOHHOW O€30MaCHOCTH.

10.AHanu3 ys3BUMOCTEH M OIEHKAa PUCKOB OE30MAaCHOCTH B IPOMBINLICHHOM
cucreme SCADA.

11.Pa3paboTka M TECTUPOBAHHME CHCTEMbl MHOTO(AKTOPHON ayTeHTU(]HKALUU C
MCIIOJIb30BaHUEM OMOMETPUYECKUX JaHHBIX.

12.WccnenoBanre METOA0B KpUNITOTpadUueCKON 3alUThI JAHHBIX MPU TIEpe1ayue 1mo
OCCIIPOBOTHBIM CETSIM.

13.Ilpumenenre TeXHONOTUN MU(POBAHUSA IS 3AIIUTHl DJIEKTPOHHOW TMOYTHI W
KOPIIOPaTUBHBIX KOMMYHUKAIIHIA.

14.Opranu3aiys KOMIUTACHC-KOHTPOJISI U MOHUTOPHHTA COOTIOICHUSI HOPMATHUBHBIX
TpeboBaHwmii Mo 6e30macHOCTU HH(pOpMAITUH.
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15.UccnenoBanrie u MojaenupoBaHue arak tuma DDoS u  wmertoasl ux
penoTBpaIIeHUs] B KOPIIOPATUBHOM CETH.

16.Pa3paboTka cueHapueB pearupoBaHUsi Ha MHIUACHTH WHOOPMAIMOHHON
0€30MacCHOCTH U TUIAHOB BOCCTAHOBJICHUSI PaOOTHI.

17.BHenpenue cuUCTeM KOHTpPOJS JOCTyla W YIPABICHUE MPUBUIIETHIMU
noJsib3oBateneil B kopnopatusHoit MC.

18. Ananu3 u pa3zpaboTka MOJUTUKHN OE30TaCHOCTH JJII 00JAYHBIX BRIYMCIUTEIBHBIX
CEPBHUCOB.

19.0nenka >(h(PEeKTUBHOCTH CPEACTB AHTHUBUPYCHOW 3aIMTHl U OOHApYKEHUS
BpeaoHocHoro 110 Ha nmpuMepe KOHKPETHBIX HHCTPYMEHTOB.

20.UccnenoBanne M NPUMEHEHHE TEXHOJIOTMM BBIABJICHUS M MPEJOTBPAILCHUS
yTedek naHHbIx (Data Loss Prevention, DLP) B kopnopatuBHoOi#i cpejie.

21.Pa3paboTka u BHeApeHue cucreM oOHapykeHus BTopxenuir (IDS/IPS) c
UCIIOJIb30BAaHUEM METOJIOB aHaju3a CceTeBOoro Tpaduka U  TOBEICHUS
II0JIb30BATEIIEH.

22.Ananu3 6e3omacHOCTH U ys3BUMocTedl B loT-ycTpolicTBax M ceTsX, METOJbI
3aIUATHI U 00ECTICUeHHS HaIeKHOCTH.

23.IlpuMmeHeHre TEXHOIOTUN ONOKYEHH g ayTeHTU(UKAIMA W YIPaBICHUS
U(PPOBBIMU UACHTUDUKALIUSIMU.

24. VccnenoBaHre METOIOB o0ecriedeHns] 0€30IMacCHOCTH ¥ MPUBATHOCTH IIPHU
HCTIOJIb30BaHUU TEXHOJIOTUNA 00JIaUHOT0 XpaHEeHHS U 00pabOTKU OOJIBIITNX
nanHbIX (Big Data).

2.1.2. Ilpomexcymounas ammecmayus 8 gopme 3auumvl Kypcogou pabomuvl (Kypcogozo
npoexkma)
[TpoMexxyTouHast arrectamusi B ¢GopMe 3allUThl KypCOBOW pPabOTHI/KypCOBOTO TPOEKTa HE
MIPOBOAMTCS.

2.2. Texywuui KOHmpoo

2.2..1 Ilepeuensv ghopm mexywjeco KOHMpPOs:

* 3ammTa BBITYCKHOW KBaIM(UKAIIMOHHOW paboThI;

3. MeToauuecKkue MaTepuaJibl, ONPEACTAIONINEC MPOUECAYPHI OLCHUBAHU S

Hpouenypa IMPOBEACHU HpOMe)KYTOqHOﬁ aTTeCTAllU U TCKYLICTO KOHTPOJISA YCIIECBACMOCTH
PErNIAaMCHTUPYCTCA JIOKAJIBHBIM HOPMATHBHBIM aKTOM, OMIPCACIIAOIINM HOPAAOK OCYHICCTBICHUA
TCKYIICTO KOHTPOJIA YCIICBAEMOCTHU 1 HpOMG)KyTO‘-IHOﬁ aTTeCTalinun 06yqa10m1/1x051.

3.1.1Ipoyedypa oyenusanus npu nPoOGeOeHUU NPOMENCYMOUHOU AMMecmayuy 00y4aouuxcs
no oucyuniuxe 6 hopme 3K3ameHa u/unu oughghepenyuposanHo2o 3avema (3auema ¢ OYeHKoll)

[TpoMexyTouHas aTTecTanus MO AUCHUIUIMHE B opMe 3aueTa ¢ OIEHKON MPOBOIUTCS B 8
ceMecTpe.

OneHKa BBICTABISIECTCS MPENOAABATEIEM HMHTErPAIBHO MO BCEM IMOKA3aTENsIM U KPUTEPHUSIM
OIICHUBAHMUA.

Huxe IMPUBCACHLI IIpaBUJIa OUCHUBAHUSA (I)OpMHpOBaHI/IH KOMIIETEHIIUM 110 ITOKa3aTelro
11



OLICHUBAaHU «3HaHUADY.

YPOBCHB OCBOCHUs U OLICHKA

Kpurepuit 5 4
OICHHBAHNS «2» «3» «4» «5»
(HevIIoBAETB.) | (VIOBIETBOD.) (x0onoI1110) (OTIUYHO)
3HaHue 3HaeT TEPMUHBI 3HaeT TEPMUHBI U
He 3naer
TEPMHUHOB U emrmOn I U OTPENENeHHs, | 3yaer TepMUHDI OIIpeICIICHUS,
onpeAceHuH, p . HO JOIIyCKacT ¥ OTIpEe/ICIICHHS MOXET KOPPEKTHO
HOHATHI OnpeeIeHHH HCTOYHOCTH cpopMympoBath
honssrmananae .
He 3nHaet 3HaeT OCHOBHBIC | 3HAeT OCHOBHbBIC
3HaHne OCHOBHEIE 3HACT OCHOBHBIC | 33KOHOMEPHOCT | 3aKOHOMEPHOCTH,
3aKOHOMEPHOCT
OCHOBHBIX 3aKOHOMEPHOC P H, COOTHOIICHHUA,
3aKOHOMEPHOCTE TH U Y, COOTHOILICHNA, IIPUHLIMAIIBL
i COOTHOIICHHUS, COOTHOIICHHA, MPUHIIHATIBI MOCTPOCHHSI
COOTHOLICHHIA, TIPHHLMIIBI HPHHITHTIBI HOCTPOEHUS 3HAHHUH, MOXKET
IIPHHLIAIIOB [OCTPOEHHS! IIOCTPOCHHA 3HAHMM, UX CaMOCTOSITEILHO
AHAHMI SHaHHH UHTEPIPETHPYE UX MOJIYYHUTh U
Obném 0 3HaeT TOJIBbKO Ob6nanaer
OCBOEHHOT'0 ¢ 3HacT OCHOBHOIA TBEP/IBIM U
MaTepuarna, 3HAYUTEIIbHON MaTepHa 3HaeT MATEPUAT | 110 HEIM 3HAHHEM
YCBOEHHE BCEX Hactu cnamEe;, | O LHHBE B Marepuaia
AUIAKTHYECKUX Marepuania He YCBOMII €10 obbeme JVCLUIUTHHEL,
€JIMHUIL AUCIHTITHHBL eraneii BIIAJIEET
Honriora He nacr Jaét nenonnwie | J[a€T OTBETHI Ha I[aeT--HOHHHe’
OTBETOB Ha OTBCTBI Ha OTBETHI HA BCE | BOMPOCHI, HO HE PRUIBEPHYTHIE
IIPOBEPOYHEIC OOJBIITUHCTBO p ’ OTBCTBI HA
BOTIPOCHI BOIOCOB BOIIPOCHI BCE - TIOJIHBIC HOCTABICHHBIE
I aBIILHOCTE Homyckaer B orBere B oTBere
I:)TB eTOB Ha rpyoere UMEIOTCS UMEIOTCS OrBeT Beper
BOIDOCLI OWMOKM IPU | ¢y 1yiecTpeHHble | HeCyIL€CTBEHHBI p
P H3TOMCHIN OIIMOKHU € HETOYHOCTH
W3naraet Wznaraer Hznaraet Wznaraet 3HaHus
SHAHUS 63 3HAHUS C 3HaHUs 0e3 B JIOTUYECKOU
Jormueckoii | HAPYLUICHUAMM B | HApYIIEHMH B | MOCIEI0OBATEIBHO
OCIIEI0BATE JIOTUYECKOU JIOTUYECKOU CTH,
BHO CTH IOCJIEIOBATEIbH | MTOCIIEIOBATEIbH | CAMOCTOSATEIBLHO
He B B Brinosnaser
. BITTOJTHSICT BITIOJTHSCT
Herkocts HILHOCTPHPY T MTOSICHSTFOIIIE MOSICHSFOIIIE HoAepone
U3JII0KEHUS U U3JI0KCHUE CXeMLL T VI 1 PUCYHKH H CXEMBI
HHTEPIPETAUU | NOACHAIOIUMU pucy TOYHO U
N PUCYHKH CXEMBI
3HaHUI cXeMamu, 5 aKKypaTHO,
PHCYHKAMY H HEOPEekKHO U C KOPPEKTHO H packpeIBas
OIIMOKaMH MMOHSTHO
pUMepaMu TTOJTHOTY
HeBepHo Honyckaet I'pamoTHO M
A3JIATAeT ’ HETOYHOCTHU B I'pamoTHO 1 110 TOYHO HU3JIaraet
uHTepnperupy | HA3IOKCHUM U CYIECTBY 3HAHUS, JENaeT
uHTepnpeTanuu | M371aracT 3HAHUA | camocTOsATEbHBIC
€T 3HaHMS

v
DITAIITILL

DIIDNATLT
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Hwxe npuBeneHsl mokazares KOMIIETEHIMHN 10 [T0Ka3aTelo oleHnBanus « HaBpiku

HAYaJIbHOTO YPOBHSI.
YpoBeHb OCBOCHHUS U OLIEHKA
Kpurepuit «2» «3» «4» «5»
OLCHHUBAHHU S (HevIIoBAETB.) | (VIOBIETBOD.) (X0onoI1110) (OTIUYHO)
He Mosker HcnbiTeiBacT bes [Ipumenser
HaBpiku BeIOOpa BLLGDATE 3aTPyAHEHUS 1O | 3aTpyAHCHHUI TEOPETUYCCKHIE
METOJIUK MeTOI;HK BBIOOPY BBIOMpaeT 3HaAHUS ISt
BBITTOJTHCHUS Y METOANKH CTaHJAPTHYIO BBIOOpA
. BBITTOJTHCHUS
3a/laHui - BBITIOJTHEHUS METOJIUKY METOTUKH
3a/laHui .
3aTaHUI BBITIOJTHCHHSI BBITIOJTHCHHS
Hasbiku He umeer VimeeT HaBblkH | VIMECT HaBLIKM | [lyieer pappxu
BBITTOJTHCHUS HaBBIKOB BBIITOIHCHHA BBITIOTTHCHMS BBITIOJIHCHHS KaK
3aaHui BbIOHeHus | 1O/1PKO HPOCTBIX TOJIBKO CTaHJapTHBIX, TAK
pa3IuYHOMN y4eOHBIX THIOBBIX CTaHNAPTHBIX |y yecTaHgapTHBIX
CITOKHOCTH 3aaHuit yqe6HHf yqe6HH§ yueOHBIX 3aaHui
RATMTALTIAIAL RATTALTIAIAL
Homyckaer Jlomyckaer Jlomyckaer
Hagbiku rpy0sIe OIIMOKY TIpU OIIMOKY TIpH
6 He nonyckaer
CaMOIIPOBEPKU. OIINOKH NIPpH BBIIIOJTHEHU U BBIIIOJIHEHUU OLLHBOK 1D
KauectBO BBITIOJTHCHUM 3aJIaHuM, 3aJIaHnl, HE P
o BBITIOJTHCHUH
chopmMupoBaHH 3a/IaHuH, HapyILICHUS HapyIIAIOIINE SaAHHiT
BIX HaBBIKOB Hapymiaromue JIOTUKHU JIOTUKY
JIOTUKY pereHust pereHus
Hasbiku HcnbIThiBaET Jemaet CamocCTOsITeIbHO
aHanm3a Henaer 3aTPYJHEHUS C KOPPEKTHHIE aHAJIU3UPYET
pe3ybTaToB HCKOPPEKTHBIC | hopmynupoBaH BBIBO/JIbI 110 pe3ynbTaThl
BBITIOJTHEHUS BBIBOJIbI ue M pe3yspTaTam BBITIOJTHEHUS
He moxer Beimonnser Beimonnser BhIMOHseT
Hasbixku HIPOUTIIOCTPU MOSCHSIOIINE MOSICHSIIOIIIIE
0 BaTh MOSICHSIFOIIIHE
MIPEJICTaBICHHUS p CXEMBI H PUCYHKH H
CIICHIE PUCYHKH H CXEMBI
pe3yNbTaToB P PUCYHKHU CXEMBI
3a/1a9n BEPHO U
pelIeHus 3a1aq ol HEOPEXKHO U C KOPPEKTHO H AKKVDATHO
HOACHAIOIINMH ommrOKaMu MTOHSTHO yp

3.2. Ilpoyeodypa oyenuganus npu nposedeHuu npomMelCymoyHol ammecmayuy 00y4arouuxcs no

oucyuniune 8 popme 3avema

[IpomexxyTouHas arTecTarus o IUCIUILIMHE B (popme 3aueTa He TPOBOUTCH.



[Ipunoxxenue 2 x paboueit mporpamme

[IporpamMmma rocyiapcTBEHHOM UTOTOBOM aTTECTAIINN

(Ha3BaHUE MCUUIUIMHBI)

110 HaHpaBHeHI/IIO IIOATrOTOBKHU
10.03.01 «1abOopManimonHas 0€30MaCHOCTbY

(YKaSBIBaeTCH KOO 1 HAMMCHOBAHUEC HAITPABJICHUA HO,Z[FOTOBKI/I)

Hamnpasnennocts (mpoduis)
“NuadopMarimonHas 6€30MacHOCTHY

(YKa3BIBaeTCH HanMMCHOBAHHUC HaHpaBHeHHOCTI/I)

KBanudukarus BbITyCKHUKA (CTETICHB )

OakaszaBp

(Yka3bIiBaeTcst OakaaBp/MarucTp/CreuaimcT)

dopma 00ydeHuUs

0YHAas1/0YHO-3a09HAas

(Yka3pIBaeTcsl OYHAsH/3a09HAST/OYHO — 3A0YHAS)

MaTepI/IaJ'IBHO'TeXHI/I‘IeCKOG IIpOrpaMmMHOC obecrieyeHne JUCHUITIIMHBI

HanmeHoBaHKe crienMajbHBIX
MOMEIIEHUH 1 MOMEIIECHUH
JUISI CAMOCTOSITENLHOM
paboThl

OcCHAaIIEHHOCTh
CIICIHATHHBIX ITOMEIICHHI
U IOMEMIEHUMN I
CaMOCTOSITEIIbHOW PabOTHI

[lepedeHb THUIIEH3UOHHOTO
IPOrpaMMHOTO 00€CTICUeHUSI.
PekBH3UTHI OATBEPIKAAIOIETO
JIOKYMEHTa

KomMmbroTepHslii Kitacc s
MPOBEJICHUS 3aHATUN
JIEKLIMOHHOIO TUIIA U

MPAKTUYECKUX 3aHITUH,
IPyIIOBBIX U
MHUBUAYaJIbHbBIX
KOHCYJIbTAllUH, TEKYIIETO
KOHTPOJIS U TPOMEKYTOUHON
aTTecTalun
287526 r. Mapuymoub,
yJI. YHUBEPCUTETCKAsA 7,
yueOHbIi kopmyc Ne 5
aTax 2, aya. 206

ITnomane 108,69 xB.M

Pabouee mecTo
npenoiaBaresns, paboumne
MecTa obyvarormuxcst (29

napT, 58 CTynbeB)
Ocnognoe obopyoosanue:
MYJIbTUMEANIMHBINA
KOMJIEKC, MHT€PaKTUBHAs
ma"enb Lumine LMP 7502
75, nHoytOyku Raybook
S1511, memoBast JocKa.

Ilpocpammnoe odecneuenue:
LUMINE LMP 7502 EL RU:OC
Linux Android v 9. Bepcus cuctemsl
V1.1.2 JIunensus va I10 Open
Source license MSI Cubi 510M-
840XRU: OC Linux
RedOS.Hoytoyku RAYBook. OC
Linux RedOS. Ilporpammuoe
obecrieyeHue A KOJUIEKTUBHON
pabotsl B kiacce. Jlunensun Ha [10
OEM, nOKyMEHTHI aKT Iepelayu
BVY3a naptuepa.

IToMmermenue s
CaMOCTOSITENILHON paOOTHI
oOydJaronuxcs

Ayn. 1.310 HTB na 20
(pabouee mecTo
o6ubnuorekaps, padboune
MecTa 00yJarommxcs)

Kommnekt
MYJIbTUMEAUNHOTO
00opyioBaHUsI THII 3 B
COCTaBe:

Lumien LMP7502ELRU
WNHTepakTUBHBIN AUCILIEH
— 1 mmr.

Onkron TS 1881
Mob6uibHast cToiKa JIIst
maHenu — 1 mr.

MSI Cubi 5 10M-840XRU

[Iporpammuoe o6ecnieuenue OC
Linux. Ha I1K ycraHOBJIeH KOMILIEKC
poccuiickoro I1O na 6aze OC
PenOC. B coctaB BXOAAT NAKETHI
st opucHo padotsl LibreOffice
P7-Ocuc. [IpocmoTp cTpanul] cetu
WNHTepHeT ocymecTBaseTcs yepes
Sunexc bpaysep.
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CuctemHbIit 610K — 1 1T,
AOC 24B2XH/EU
MonwuTop — 1 miT.
GENIUS Smart KM-200
Only Laser Kommiekr
KnaBuatypa u mpis — 1
KOMILI.
Infobit E70C (RX&TX)
KoMruiexT yumHuTens
curHaia HDMI — 1 .
Infobit iSwitch 401MV
becnioapsIBHBIN
kommyTtaTop HDMI — 1
IIT.
Optoma ZH450 JlazepHbiit
npoekTop — 1 mir.
Wize WPC-S
YHuBepcaibHOE
[MOTOJI0YHOE KperuieHue — 1
IIT.

Lumien LMC-100114
DKpaH C 3JIEKTPOIPUBOIOM
— 1 .
ITC T-120MA
AKYCTUYECKUN YCUITUTEIb
MOIIIHOCTH — | 1mT.
RCF PL 8X Iloronounas
BpE3Has aKyCTHYeCKast
cucreMa — 4 mr.
Kommnekr
MYJIbTUMEAUNHOTO
obopynoBanus Tum 1 B
COCTaBe:

Lumien LMP7502ELRU
WNHTepakTUBHBIN AUCILIEH
— 1 .

Onkron TS 1881
MobwiibHas cTorka st
nanenu — 1 mr.

MSI Cubi 5 10M-840XRU
CucreMHsIif 610k — 1 mIT.
AOC 24B2XH/EU
Mounutop — 1 mir.
GENIUS Smart KM-200
Only Laser Kommnexr
KnaBuatypa u mpims — 1

KOMILIL.

MSI Cubi 5 10M-840XRU
CucremMuslii 6110k — 1 miT.
AOC 24B2XH/EU
Mounutop — 1 mir.
GENIUS Smart KM-200
Only Laser Kommnexr

KnaBuatypa u mpims — 1
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KOMILI.
Crynbs
Cron
JlnuBan



